Into the Breach:
Lessons Learned from
Targeted Attacks
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Common Challenges

The State of the Hack )




Introductions
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Ryan Kazanciyan David Damato

« Technical Director @ Mandiant « Managing Director @ Mandiant
« Incident response & forensics * 12+ years experience
» Targeted attacks, espionage & IP * Consulted 50+ companies
theft, nation-state threats « Investigator
 Background in pen-testing, « Remediator
application security + Penetration tester

e Instructor « I'T administrator



The State of the Hack

The Headlines
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How do you respond? How do you remediate?

How Long is "Persistent"?
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The Hea

dlines

Michaels Stores’ Breach Involved 3 Million Customers

By ELIZABETH A. HARRIS APRIL 18, 2014

10 Target: Names, Emails, Phone Numbers
on Up To 70 Million Customers Stolen

Attackers Exploit the Heartbleed OpenSSL Vulnerability to
Circumvent Multi-factor Authentication on VPNs

Nationwide retail giant Target today disclosed that a data breach discovered last
month exposed the names, mailing addresses, phone number and email addresses
for up to 70 million individuals.

Adobe hacked, 3 million

Anonymous DDoS Attack Hits Albuquerque Police

Dept. In Response To Homeless Man James Boyd's
'Murder'

on March 30 2014 7:04 PM

accounts compromised

The massive attack exposes customer names, encrypted credit or debit card
numbers, expiration dates, and other information relating to customer orders.

by Rachel King W @rachelking / October 3, 2013 2:31 PM PDT

The Switchboard: Microsoft employee e-
mail hacked by Syrian Electronic Army

BY BRIAN FUNG @ /znuary Lii =

Journalists, media under attack from
hackers: Google researchers

BY JEREMY WAGSTAFF

SINGAPORE Fri Mar 2

9 COMMENTS | | WF Tweet | 799 mSHare 128 Share this 8+ 114 [] Email &3 Print




All Threat Actors Are Not Equal

NUISANCE DATA THEFT CYBER CRIME HACKTIVISM NETWORK ATTACK
Obiective Access & Economic, Financial Defamation, Escalation,
} Propagation Political Advantage Gain Press & Policy Destruction
Intellectual . Website Destroy Critical
Example Botnets & Spam Property Theft Credit Card Theft Defacements Infrastructure
Targeted )4
Character Automated Persistent Opportunistic Conspicuous Conflict Driven

How do you respond? How do you remediate?




How Long is "Persistent”?

&
median number of days that Q

threat groups were present on a
victim’s network before detection

l 14 days less than 2012

Longest Presence: 2,287 days

Source: Mandiant M-Trends 2014




Means of Detection

?

.. _ 33% of victims discovered

the breach internally
‘_ L Down from 37% in 2012

‘1 — 67% of victims were notified

.1r by an external entity

Source: Mandiant M-Trends 2014







Common Challenges

The Fundamental Problem

Scoping Incidents People & Process

Organizations are struggling to protect
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* Have too many privileged users
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The Fundamental Problem

Organizations are struggling to protect

environments that are

* Built incrementally

» Comprised of systems with inconsistent
software & configurations

- Have too many interfaces

- Have too many privileged users

» Rely on "outside-in" defenses
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They usually look more like this..,

Scoping Incidents

Determining the breadth and

impact of a compromise

Mubiple “patient zera” hoots

o .:;)__
Targeted attacks rarely
leave behind a neat, linear
trail of breadcrumbs

Mubiph pvat poists used for
lareral movement

Lags roll ar don's capeure acthoiny

Farenst hc artifacts verwriien

.........

Fully scoped compromise
{minus the noise)




Multiple "patient zero" hosts

Multiple pivot points used for

lateral movement

Logs roll or don't capture activity

Targeted attacks rarely
l eqave be h [ n d a ne at’ l I near Forensic artifacts overwritten
tr a i l Of b red d crum b S Systems decommissioned, rebuilt

over time




@ @ AccessedHosts

A .. Initial Attack Vectors

w Compromised Hosts

~

Hosts with Non-
\ Targeted Malware /

They usually look more like this...
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Initial Attack Vectors

@@ Compromised Hosts

@ @ Accessed Hosts
\_ J

Fully scoped compromise

(minus the noise)




v SEOREd compra g,
(Minus the g, o)

False Assumptions

(or "how an attacker can teach you about your own network")

Network Segmentation

Remgte ACfess *All remiote access to our network is

protected thraugh the VPN

*Those systems aren’t suppesed to be able
o talke 1o mach ather!”

{ewcept for these Internat-focing sites that use Active
Directory authentication)

“Firewalls Block waffic berween that

Business unit's netwark segment and Hi:
Well, except for NetBICHS and SME.

“Thos= workstations and servers are
isclated from cne ather.. they're on
separate AD domains™

“We're PCI campliant, sa those systems
shoruld e semsented”

AUIthﬁCﬂI‘IOﬂ "How does the attacker keep getting our

Windews credentiak?”

e G MU Pzt
Asherciution




Network Segmentation

"Those systems aren't supposed to be able
to talk to each other!"

"Firewalls block traffic between that

business unit's network segment and HQ.

Well, except for NetBIOS and SMB."

"Those workstations and servers are D
isolated from one other...they're on Attacker Backdoor

C2 Hosts
separate AD domains"

e o o o om—

"We're PCI compliant, so those systems

should be segmented"




Remote Access

"All remote access to our network is

protected through the VPN"

(except for these Internet-facing sites that use Active
Directory authentication)
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Egﬁﬁircﬁ)“kaeb Access

Provided by Microsoft Exchange Server 2003

User name: I

Password: |

Client (what's this?)
(%" Premium
" Basic
Security (what's this?)
* Public or shared computer
" Private computer

To prote

utlook 4
wour mailb 0

an en

Web Interface for
MetaFrame’ Presentation Server

Logi" t_)) Welcon
Username:
Password:

Domain: EI

]

SharePoint - F 7@

m Team Site

OQsure Qome £ o O

Search The Site... 0o

Get started with Your site  remove s

Contacts Sign In
ot Q )

Select the credentials you want to use to logon to this SharePoint site:

| windows suthentication = |

Windows Security il
Connecting to WIN-5ILB65GFKD3.

ago

utes 200

maim: WII

=

@ij it |E. http: /fwinserver-2/tsfen-US default. aspx j 4 X
U G0 @ TS Web Access | {

Remot: F-:-r P Pro grams

Server Mozilla Paint
Manager Firefox

Remote Desktop

y A

WordPad

[Done [T T T T3 N @ mntemet | prote




"How does the attacker keep getting our

Authentication

Windows credentials?"

We Use Multi-Factor
Authentication

"Our Passwaords are Uncrackable”

But how reliable is your second factor?

Trivial to recover clear-

text credentials from The Risks of Soft

memory Certificates
@y volatility ean b dmped from memory]
Can alwa‘ys fall back on [can be dumped from proected storage] )

Smart Cards Do

pass-the-hash

Eshance security

tog local & RDE

Ingins

No easy mitigations for
most environments

Mimikatz by @gentilkiwi




"Our Passwords are Uncrackable”

Oy Sélectionner mimikatz 2.0 alpha x86

Trivial to recover clear-
text credentials from

memory

Can always fall back on
pass-the-hash

No easy mitigations for

most environments

Mimikatz by @gentilkiwi




We Use Multi-Factor
Authentication

But how reliable is your second factor?

The Risks of Soft
Certificates

@ volatility [can be dumped from memory]

Smart Cards Don't Fix Everything

[can be dumped from protected storage] (in Active Directory)

Smart Cards Do Smart Cards Don't

If your 2nd factor is stored on a

compromised endpoint...it's compromised! Enhance security Prevent pass-the-hash

for local & RDP for network logons -

logins the authenticator is
still an NT hash!




The Risks of Soft
Certificates

@ volatility [can be dumped from memory]

[can be dumped from protected storage]

If your 2nd factor is stored on a

compromised endpoint...it's compromised!



Smart Cards Don't Fix Everything
(in Active Directory)

Smart Cards Do Smart Cards Don't

Enhance security Prevent pass-the-hash

for local & RDP for network logons -

logins the authenticator is
still an N'T hash!

. . prot:
{even Microsoft says so!) Grrams o Fiah
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Other mitigation Effectiveness Effort Privilege Lateral

required escalation movement
Disable the NTLM Minimal High - -
. | protocol
(even MlCI'OSOft S&YS SO') Smart cards and Minimal High - -
multifactor
authentication

Source: "Mitigating Pass-the-Hash", Microsoft
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defenses . |

Visibility

You can't investigate what you can't see
(or what you don't even know you have)

There is no single "magic bullet" to solve incidents

Network Visibility Endpoint Visibility

QOutsourcing

access to eVidence will your

aifer?
How timely? How much do they retain?
Do your SLAs cover the surge needs thar

arise during an investigation or
remediation efforts?




Network Visibility

Monitor attacks "in motion"

Coverage
Capabilities
Gather & retain actionable

Internet ingress and egress points intelligence as long as possible

Better segmentation = more

VPN traffic

choke-points to monitor

Zone & trust boundaries Log now, hunt later




Coverage

Internet ingress and egress points
VPN traffic

Zone & trust boundaries



Capabilities

Gather & retain actionable
Web Proxy Full Packet
intelligence as long as possible E $ Captures

. Common ’ . . ‘ . . . . Rare
Better segmentatlon = Imore

choke-points to monitor _
Firewall DHCP Netflow
Logs Logs Data

Log now, hunt later




Endpoint Visibility

Identify both recent & historical attacker activity

Capabilities
Remote "live" system triage
Remote forensic acquisition
On-site forensic acquisition

At-scale searching & aggregation

Coverage

Across what percentage of yvour endpoints can you

exercise these capabilities?

Dhomain "A" Domain "B" Un-managed
Systems Swstems Systems







Coverage

Across what percentage of your endpoints can you

exercise these capabilities?

Domain "A" Domain "B" Un-managed

Systems Systems Systems




Outsourcing

What (if any) access to evidence will your

service providers offer?
How timely? How much do they retain?
Do your SLAs cover the surge needs that

arise during an investigation or

remediation efforts?



People & Process

Leadership support

CSIRT team skills - employee misyse

Vs. incident response forensics

or defined processes

®
)
. [ ) |I
Lack of forma] Incident response plan °

Consensus on remediation strategy




What's Working?

Use Intelligence
Intelligently

Learn to Hunt

Whe's hehind che keybaards

Wha's tasking the operatars?
What's really important?

CIRT teams should constantly
examine their environment for

indicators of compromise

APT Alphabet Soup " ‘
Host & network-based data . .l Focus on Whoes

Baseline activity, learn what's

"nareal”

Proactively eliminate false positives

Train Like You Fight

L2 0 G b 3 el Ry =
o Lozl nlAmes Ewp secr D2 ok Sgkhed
k.

Invest in People

Never underestimate the power of
smart people with coding skills

Buy shiny toys to help smart people
waork at greater scale




Learn to Hunt

CIRT teams should constantly
examine their environment for
indicators of compromise

Host & network-based data

Baseline activity, learn what's

"normal”

Proactively eliminate false positives




positives

Train Like You Fight

the grugq o]

Let you guys in on a secret: there is always a
critical Internet Explorer Oday being exploited
in the wild.

Gabe The Engineer Apr 29
mhegrugg @jaysonsireet yeah. IT 0days change your infosec strategy, you're
doing something wrong. Everyone knows they're out thers.

# View conversation * Reply €3 Retweeled & Favorle e More

qdbassett

Make your security assessments and

pen-tests realistic

Assume attacker will gain initial entry

and escalate privileges - what now?

Containment vs. initial entry vector




thegrugqg

Let you guys In on a secret: there Is always a
critical Internet Explorer Oday being exploited
In the wild.

Gabe The Engineer (i gdbassett - Apr 28
@thegrugq @jaysonstreet yeah. If 0Odays change your infosec strategy, you're
» doing something wrong. Everyone knows they're out there.

® View conversation % Reply 3 Retweeted % Favorite ees More



Make your security assessments and

pen-tests realistic

Assume attacker will gain initial entry

and escalate privileges - what now?

Containment vs. initial entry vector



Use Intelligence
Intelligently

Who's behind the keyboard?
Who's tasking the operators?
What's really important?

APT Alphabet Soup Focus on What's Important

Learn attacker tools, tactics, procedures regardless of
attribution

oo
G

B +'d PANDA |

Denve indicators nftﬂmpmmisc

Identify the data and assets most likely to be targeted

Identify gaps in visibility ("Could we have detected that?")




APT Alphabet Soup

g8 APT12 SR,
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http://www.flickr.com/photos/whitneyinchicago/5215904693/




Focus on What's Important

Learn attacker tools, tactics, procedures regardless of
attribution

Derive indicators of compromise
Identify the data and assets most likely to be targeted

Identify gaps in visibility ("Could we have detected that?")




Never underestimate the power of

smart people with coding skills

Buy shiny toys to help smart people

work at greater scale







